
IJARCCE 
 ISSN (Online) 2278-1021 

   ISSN (Print) 2319 5940 

 

International Journal of Advanced Research in Computer and Communication Engineering 
ISO 3297:2007 Certified 

Vol. 7, Issue 2, February 2018 
 

Copyright to IJARCCE                                            DOI  10.17148/IJARCCE.2018.7215                                                  94 

Detecting Node Failures in Mobile Wireless 

Networks: A Probabilistic Approach 
 

Mrs.R.Suganya
1
, Ms.S.Saranya

2
 

Assistant Professor, Department of Computer Science, Sri Krishna Arts And Science College, Coimbatore
1
 

M.Sc., Department of Computer Science, Sri Krishna Arts And Science College, Coimbatore
2
 

 

Abstract:  Detecting node failures in mobile wireless networks is very challenging because the network topology can 

be highly dynamic, the network may not be always connected, and the resources are limited. In this paper, I take a 

probabilistic approach and propose two node failure detection schemes that systematically combine localized 

monitoring, location estimation and node collaboration. Extensive simulation results in both connected and 

disconnected networks demonstrate that our schemes achieve high failure detection rates (close to an upper bound) and 

low false positive rates, and incur low communication overhead. Compared to approaches that use centralized 

monitoring, our approach has up to 80% lower communication overhead, and only slightly lower detection rates and 

slightly higher false positive rates. In addition, our approach has the advantage that it is applicable to both connected 

and disconnected networks while centralized monitoring is only applicable to connected networks. Compared to other 

approaches that use localized monitoring methods. 
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I. INTRODUCTION 

 

Such mobile networks area unit generally fashioned in associate degree ad-hoc manner, with either persistent or 

intermittent network property. It’s even additional vital once extremely difficult as a result of the topology will be 

extremely dynamic thanks to node movements. Therefore, techniques that area unit designed for static networks isn’t 

applicable. Second, the network might not forever be connected.er. One approach adopted by several existing studies 

relies on centralized watching. It needs that every node send periodic ―‖ messages to a central monitor, that uses the 

shortage of  messages from a node (after a precise timeout) as associate degree indicator of node failure. This approach 

assumes that there forever exists a path from a node to the central monitor, and thence is simply applicable to networks 

with persistent property. 

Additionally, since a node will be multiple hops removed from the central m tor, this approach will cause an outsized 

quantity of network- wide traffic, in conflict with the unnatural resources in mobile wireless networks. Localized 

watching solely on their node B, A cannot conclude that B has failing as a result of the shortage of  messages could be 

caused by node B having quarantined of vary rather than node failure and disconnected networks (i.e., networks that 

lack contemporaneous end-to-end paths). 

 

 

 

 

 

 

 

 

 

 

 

 

II. RELATED WORKS 

 

The existing routing protocol for sensor networking can be divided into proactive routing protocol, reactive routing 

protocol and hybrid routing protocol. Each routing protocol has its merits and shortcomings. The lifetime will end 

when the working routing protocol can no longer support the whole wireless sensor network. An adaptive method 

based on redundancy node and dual routing protocol was proposed in the study[1]. Wireless sensor networks consist of 

a large-number of sensor nodes. A Senor node is composed of transceiver, processing unit, sensing unit, mobilize, 

location finding system and power unit. In recent years, advance in micro-electro-mechanical-system (MEMS) and 
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nano technologies [2]. In recent times, RF energy harvesting (RFH) has emerged as a promising technology for 

alleviating the node energy and network lifetime bottlenecks of wireless sensor networks (WSNs) [3]. A typical 

example is a team sport game where each player holds one or several sensors. In this case, it may be relevant to exploit 

the graph structure of the whole network to transmit some data over the network [4]. Technology development in the 

Wireless Sensor Network (WSN) has paved the way for body area network for remote health monitoring. For this 

purpose, a message or a data packet should be transmitted from the patient to the medical evaluator without any loss 

[5]. Emerging multi-hop wireless networks provide a low-cost and flexible infrastructure that can be simultaneously 

utilized by multiple nodes for a variety of applications, including delay-sensitive applications, which form the main 

focus in this dissertation. These multi-hop wireless networks can be either constructed using passive nodes that follow 

the coordination of a central coordinator [6]. 

 

III. PROPOSED SYSTEM 

 

A. PROBABILITY NODE DETECTION 

On this part, I first use an illustrating example to inspire our approach, after which gift a core constructing block of our 

strategy. On the finish, I present a higher bound of failure detection fee when using our procedure. I use the instance to 

inspire our method. In this example, for simplicity, i anticipate no packet losses and that every node has the same round 

transmission range. At time t, all the nodes are alive, and node N1 can  messages from N2 and N3 At time t, node N2 

fails and N3 moves out of N1’s transmission range fig-2. Via localized monitoring, N1 best knows that it could 

possibly now not hear from N2 and N3, however does no longer understand whether the shortage of messages is 

because of node failure or node moving out of the transmission range. Place rom N2 is likely as a result of N2’s failure; 

in a similar way, N1 obtains the likelihood that N3 is within its transmission range, finds that the probability is low, and 

hence conjectures that the absence of messages from N3 is likely considering N3 is out of the transmission variety. The 

above selection will also be multiplied via node collaboration. For g, vicinity estimation and node collaboration, which 

is the most On this part, i first use an illustrating instance to inspire our method, and then present a core building block 

of our approach. 

 

 

 

 

 

 

 

 

 

 
 

On the end, I present a better certain of failure detection charge when the usage of our manner. I use the instance to 

encourage our technique. In this case, for simplicity, i count on Via action is beneficial to get to the bottom of this 

ambiguity: founded on location estimation, N1 obtains the possibility that N2 is internal its transmission range, reveals 

that the risk is immoderate, and because of this conjectures that the absence of messages from N2 is likely because of 

N2’s failure; in a similar way, N1 obtains the chance that N3 is inside its transmission variety, unearths that the 

possibility is low, and therefore conjectures that the absence of messages from N3 is probably thinking about N3 is out 

of the transmission variety. The above choice may also be increased thru node collaboration. For example, N1 can 

broadcast an inquiry approximately N2 to its one-hop associates at time t þ 1, and use the reaction from N4 to either 

confirm or correct its conjecture about N2. The above instance shows 

 

IV.NODE FAILURE SCHEME DETECTION 

 

Node Failure Detection Schemes Headquartered at the building block offered in this scheme, I design schemes for 

detecting node disasters. The first scheme makes use of binary feedback whilst the second one makes use of non binary 

pointers. Consequently i check with them as binary and non-binary feedback schemes, respectively. I subsequent gift 

these schemes, and then in quick evaluate their performance. Believe that a node, A, not hears from an additional node, 

B, at time t. In the binary pointers scheme from fig-2, A calculates the conditional hazard p that B has failed. Denote a 

pre-described detection threshold. If p is greater than the edge u, then A has a excessive self-assurance that B has failed. 

To decrease the risk of fake alarms, A proclaims to its nearby an inquiry message approximately B (along with its 

possess calculated chance p). In order to save you a couple of nodes broadcast inquiry messages approximately B, i 

assume A begins a timer with a random timeout really worth, and simplest publicizes a question message about B when 

the timer instances out and A has now not heard any query about B. On this situation, most effective the node has the 
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lowest random timeout fee will broadcast a question message approximately B; the alternative nodes refrain from 

sending an inquiry approximately B. Think that A declares a question message approximately B. Any neighbour, C, 

after receiving the inquiry, makes a binary reaction: it responds with a single bit 0 if it has heard from B at time t; it 

responds with a single bit 1 if its calculated failure chance for B is larger than u; otherwise, it continues silent. Then A 

generates a failure alarm approximately B and sends it to the supervisor node besides it gets a zero (i.e., a neighbour 

has heard B). Algorithm summarizes the moves involving sending a query message and the movements after receiving 

responses to the query. Algorithm summarizes how a node responds to a question message. 

 

 

 
 

IV. RESULTS AND DISCUSSIONS 

 

In the centralized scheme, every node sends periodic messages to the supervisor node, which comes to a decision that a 

node has failed whilst no longer listening to from the node. The localized scheme differs from our scheme only in that 

it does no longer calculate the possibility of node failure. Mainly, whilst node A not hears from node B, as a substitute 

of calculating the opportunity that B has failed, A without a hassle suspects that B has failed and sends an inquiry to its 

friends. If none of A’s buddies reply that B is alive, after which A sends a message to the supervisor node that B has 

failed. In the subsequent, i first file the final results while the heart beat c language is one 2nd (i.e., d ¼ 1 sec), 

assuming the failure and packet loss probabilities are recognized and the general deviation of the vicinity measurement 

blunders is 1 m. I then examine the impact of chance estimation mistakes, region size blunders, and interval. I best 

record the final results under random waypoint mannequin; the outcomes underneath the mild random mannequin are 

identical. 
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VI. CONCLUSION 

 

In this paper. I generally tend to quality owe a probabilistic technique and designed 2 node failure detection schemes 

that mix localized watching, vicinity estimation and node collaboration for mobile wireless networks. Intensive 

simulation consequences show that our schemes reach excessive failure detection charges, low fake high quality fees, 

and occasional communicate overhead. I have a tendency to extra incontestable the tradeoffs of the binary and non-

binary feedback schemes. As destiny work, i tend to conceive to evaluate our schemes exploitation real-international 

high-quality lines and in situations with abnormal transmission stages. Our technique depends on vicinity estimation 

and consequently using heartbeat messages for nodes to study each other. Therefore, it doesn't paintings as soon as 

region data isn't always on the market or there may be communicate blackouts (e.g, due to climate situations). 

Developing powerful strategies for those eventualities is left as future work. 
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